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Abstract

The paper presents the results of a research of the use of a generative-adversarial
network for software obfuscation. The comparison was carried out with deterministic
obfuscators Dotfuscator CE, Net Reactor, ProGuard. The research of changes in the source
code of the software athena, abc, cheeba, dyre, december_3, engrat, surtr, stasi, otario, dm, v-
sign, tequila, flip, grum, mimikatz was carried out using the IDA Pro disassembly tool.
Detection of obfuscated malware was carried out based on the piecewise context fuzzy
hashing method. The research was conducted to use of a generative-adversarial network as an
obfuscator on pre-specified datasets. Simulation of the developed method was carried out in
the Hyper-V virtual environment.

Keywords: obfuscation, reverse engineering, data flow, generative-adversarial
network, machine learning, ssdeep, IDA Pro.

Introduction

The use of machine learning (ML) to detect malware in network infrastructure (NI)
has taken attack and defense tools to a new level. One of the methods that makes it difficult to
analyze source code is obfuscation®. There are a large number of obfuscator algorithms, but
most of them are based on two fundamental algorithms: Kohlberg's algorithm and
ChenxiWang's algorithm. Based on them, various obfuscating software have been developed
(Dotfuscator CE, Net Reactor, ProGuard, etc.) that perform various types of obfuscation

!Obfuscation is the reduction of the source text or executable code of a program to a form that
preserves its functionality, but complicates analysis, understanding of operating algorithms and
modification during decompilation [1].
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(Iexical, preventive, data structures, data stream).But their use is limited by their determinism,
since the obfuscation algorithms embedded in various obfuscation software are deterministic.
Accordingly, the task of researching and developing an obfuscator that changes the set of
obfuscation parameters according to an algorithm containing a stochastic element becomes
urgent. Various researchers are trying to solve this problem [2-5], including using ML
methods [6-8], solving it within the given limitations. This research investigates the use of a
neural network for data stream?obfuscation. The novelty of the research lies in the obfuscation
of the software data stream by adding fragments of «unreachable code»® generated by a neural
network.

Conflict Setting
Explore a model for using a neural network to obfuscate software source code.

Discussion

A generative-adversarial network was used as a neural network used for software
obfuscation in this research. Instances of data sets generated by the generative-adversarial
network were entered into the software source code. Adding components of «unreachable
code», in contrast to false code, allows you to reduce the boundary between «true code» and
false code when reverse engineering software. In this case, versions were added that were
generated by a generative-adversarial network based on previous versions of malware, as well
as open source software that was not malicious. The experiment was carried out using
malware athena, abc, cheeba, dyre, december 3, engrat, surtr, stasi, otario, dm, v-sign,
tequila, flip, grum, mimikatz of various versions.

Experimental procedures

The Hyper-V role is installed in the Windows Server 2016 Standard operating system
environment. This virtual environment has Ubuntu v20.04 installed with a pre-configured
generative adversarial network. The generative adversarial network was trained on the basis
of data sets obtained from the source code, software under study and sources [11,12].Training
was carried out using the «unsupervised»* method. To protect against static analysis of
obfuscated software, duplicate components of executable code were additionally added to it
based on code from the open source of various applications. The signature difference of the
generated «unreachable code» for malware obfuscation was calculated using edit distance.
The research was carried out with a piecewise contextual fuzzy hashing step of 32, 64, 128,
256 bytes.

Research Results
Fig. 1-4 shows visualizations of the malware detection results of athena, abc, cheeba,
dyre, surtr, stasi, v-sign obfuscated using a neural network at different training epochs. The

2Data stream obfuscation is a type of transformation aimed at changing the order of execution of
program blocks [9].

% «Unreachable code» is a part of the program code that cannot be executed because it is unreachable
in the control flow graph [10].

4Unsupervised learning is one of the methods of machine learning in which the system under test
spontaneously learns to perform a given task without intervention from the experimenter.
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piecewise context fuzzy hashing method was used as a research method, and ssdeep software
and resources were used as a research tool [13,14]. In Fig. 5 shows the surtr software
subjected to the reverse engineering procedure after its obfuscation using a neural network.

Tab. 1 presents some results comparing deterministic obfuscators and an obfuscator
using a generative-adversarial network when obfuscating a software data stream.

Table 1
Comparison of obfuscation parameters of the software under research
Obfuscator/parameter Dotfuscator CE Net Reactor ProGuard Research method
Feature map® 48x48 32x32 - Determined by the
number of layers
. 3.1-4.2
Bytecode increase (%) 114 7.3 8.2
Structural similarity® (%) 54.3 58.2 61.2 78.3-83.6
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Fig. 1. Visualization of the results of detection of Fig. 2. Visualization of the results of detection of
malware athena, abc, cheeba, dyre, surtr, stasi,, v-sign malware athena, abc, cheeba, dyre, surtr, stasi,, v-sign
obfuscated using a neural network(I learning epoch). obfuscated using a neural network(II learning epoch).
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Fig. 4. Visualization of the results of detection of malware
athena, abe, cheeba, dyre, surtr, stasi,, v-sign obfuscated
using a neural network (III learning epoch, 111 iteration).

Fig. 3. Visualization of the results of detection of malware
athena, abe, cheeba, dyre, surtr, stasi,, v-sign obfuscated
using a neural network (III leaming epoch, II iteration).

SThe feature map is represented by a Gram matrix.
6 Determined by piecewise contextual fuzzy hashing using the ssdeep tool
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Fig. 5. Reverse engineering obfuscated surtr software code using the IDA Pro tool.

The use of a generative-adversarial network to generate data in the program control flow
allows increasing the level of software obfuscation. In all cases, the use of a neural network to
obfuscate the software source code is justified during its subsequent detailed examination and
compilation. Each instance of obfuscated software, with equal versions, differs from other instances
due to the stochastic element included in the neural network, which reduces the likelihood of its
being opened using reverse engineering methods using static analysis. Detectability by
deterministic means is also very low due (5+7)% to the large number of false positives. For
deterministic systems under equal conditions, the detectability is (14+17)%.

The use of a generative-adversarial network for software obfuscation creates several
challenges:

* Obfuscation of constants characteristic of certain algorithms leads to the inoperability of
the entire code (Fig. 5).

« Non-obfuscation of algorithmic constants leads to the definition of the algorithm and,
accordingly, disclosure of the software.

In all cases, the use of a generative-adversarial network to obfuscate a data stream is
superior to deterministic obfuscators, while simultaneously requiring more computing
resources. Also, as the training epoch increases, the number of false positives increases, which
can indirectly unmask obfuscated software.

Conclusion

The paper discusses the possibility of using a generative adversarial network to
obfuscate malware by adding «unreachable code» to the data stream of executable software.
Static analysis of obfuscated software using a generative adversarial network showed a
difference in instances of obfuscated software athena, abc, cheeba, dyre, december_3, engrat,
surtr, stasi, otario, dm, v-sign, tequila, flip, grum, mimikatz with identical versions. When
comparing obfuscated software with the use of deterministic obfuscators (Dotfuscator CE,

80



INFORMATION AND COMMUNICATION TECHNOLOGIES
Bulletin Of High Technology N 3 (31) 2024.-pp. 77-83.

T.V. Jamgharyan, A.A. Khemchyan
MALWARE OBFUSCATION MODEL USING MACHINE LEARNING

Net Reactor, ProGuard) in terms of detectability using the piecewise context fuzzy hashing
method, the use of a neural network is more effective by (18+24)%. At the same time, some
problems inherent in systems with machine learning arise. Based on the research, some
versions of obfuscated software were cataloged and an intrusion detection system with ML
was configured in more detail. The full results of the study are presented in [15].
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T.B. JxamrapsaH, A.A. XeMuYsiH

Hayuonanvnwiti nonumexnuueckuii ynusepcumem Apmenuu

[IpencraBneHsl pe3ynbTaThl UCCIEIOBaHHUS IPUMEHEHHS T€HEPaTUBHO-COCTA3aTEIbHOM
ceTh g oOdyckauu nporpaMMHoro ootecredeHus. CpaBHEHHE TNPOBOAMIOCH C
€ TEPMUHUPOBAHHBIMH o6¢yckaropamuDotfuscatorCE, NetReactor, ProGuard.
HccnenoBanne W3MEHEHHsT MCXOJIHOTO Koja mporpamMHoro obGecreuenust athena, abc,
cheeba, dyre, december_3, engrat, surtr, stasi, otario, dm, v-sign, tequila, flip, grum,
mimikatzpoBoauinoch ¢ TOMOIIbIO ~ HMHCTpyMeHTa  au3accMeOsmpoBanus|DAPro.
OOHapyxeHue o0dyciupoBaHHOro BpeaoHocHOro 1O ocymiecTBIsIIOCh HA OCHOBE METOja
KyCOYHO-KOHTEKCTHOTO HEYETKOTo XemmpoBaHwus.lccienoBanue MpOBOIWIOCH C IICIBIO
W3yYeHUs] TPUMEHEHUS] TeHePaTHBHO-COCTS3AaTEIbHON CeTH B KadecTBEe OOQyckaTopa IpH
3apaHee 3aJaHHbIX Habopax JaHHBIX. MoaennpoBaHUe MPOLIECCOB MPOBEICHO B BUPTYAIbHOM
cpene Hyper-V.

Knwuegwie cnoga: obdyckanus, peBepc-MHXEHEPHUHT, MOTOK JaHHBIX, F€HEPAaTUBHO-
cocTsI3aTeNbHasl CeTh, MalIMHHOE 00yueHue, ssdeep, IDA Pro.
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