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Abstract

Complex objects, characterized by intricate operations, interconnected components,
and dynamic behaviors, pose unique challenges for digital control systems. This article
highlights the importance of automated digital control systems in managing these
complexities, emphasizing their crucial role in ensuring safety, reliability, and efficiency.

Addressing these challenges involves dealing with system complexity, non-linear
dynamics, uncertainties, real-time requirements, data quality, and the need for optimization.
Furthermore, ensuring regulatory compliance, safety, scalability, energy efficiency, and
cybersecurity adds additional layers of complexity.

This article explores the challenges faced by digital control systems when dealing with
complex objects-systems with intricate operations and interconnected components. It
emphasizes the vital role of automated digital control in ensuring safety, reliability, and
efficiency in such scenarios.

Keywords: complex objects, digital control, automation, reliability, efficiency, system
complexity, scalability, industrial processes.
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Introduction

Complex objects refer to systems or structures that have multiple interconnected
components, intricate operations, and dynamic behaviors. Examples of complex objects
include industrial processes, power grids, transportation systems, and buildings. These objects
present unique challenges for digital control due to their complexity, non-linear dynamics,
uncertainties, and the need for real-time monitoring and decision-making.

Automated digital control systems play a crucial role in ensuring the safe and reliable
operation of complex objects. They provide real-time monitoring, analysis, and control
capabilities that enable efficient and optimized operation, improved performance, and reduced
energy consumption. These systems help maintain stability, enhance safety, and ensure
compliance with regulatory standards. Additionally, automated digital control systems enable
predictive maintenance, fault detection, and rapid response to mitigate potential risks and
prevent system failures.

Key Challenges in Designing and Implementing Automated Digital Control
Systems: [11]

1. Complex objects often entail intricate interconnections and dependencies among
components, presenting a challenge in accurately modeling and controlling their behavior.
Control algorithms and strategies need to be designed with consideration for these
complexities, ensuring robust and adaptive control.

2. Uncertainties and variations in operating conditions, environmental factors, and
system parameters are inherent in complex objects. Effective control systems must adeptly
handle these uncertainties, adapting to dynamic changes to maintain optimal performance.

3. Real-time monitoring of various sensors and actuators, coupled with swift and
accurate decision-making capabilities, is imperative for complex objects. Control systems
must rapidly process substantial amounts of data, execute computations, and generate control
signals within tight time constraints.

4. Complex objects often encompass multiple subsystems and devices from different
manufacturers, each adhering to its communication protocols and interfaces. Designing
control systems capable of integrating and communicating with these diverse components is a
challenge that necessitates standardization and interoperability.

5. With the increasing connectivity of automated digital control systems to networks,
vulnerability to cyber threats rises. Ensuring the security and privacy of data and safeguarding
the control system from unauthorized access or malicious attacks becomes paramount.

6. Control systems must exhibit scalability to accommodate the complexity and size of
the object being controlled. Additionally, they should demonstrate flexibility to handle
modifications, expansions, or changes in the system's requirements without causing
significant disruptions or necessitating extensive re-engineering.

Addressing these challenges requires interdisciplinary approaches that combine
expertise in control theory, system modeling, data analytics, communication protocols,
cybersecurity, and human-machine interaction. Advanced technologies such as artificial
intelligence, machine learning, and cloud computing can also play a significant role in
designing effective automated digital control systems for complex objects.
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Importance of Automated Digital Control Systems: Automated digital control
systems are of utmost importance for ensuring the safe and reliable operation of complex
objects. Here are some key reasons: [11]

1. Digital control systems enable precise and optimized control of complex objects,
leading to improved operational efficiency, reduced energy consumption, and increased
productivity.

2. Accurate control ensures that complex objects operate within safe limits, mitigating
risks of accidents, equipment damage, or environmental hazards. Control systems can
implement safety protocols, alarming, and emergency response mechanisms.

3. Digital control systems can adapt to changing conditions, allowing them to
maintain control performance despite variations or disturbances, ensuring stable and reliable
operation.

4. Automated systems provide real-time monitoring and diagnostics capabilities,
enabling early detection of anomalies, faults, or deviations from desired operating conditions.
This facilitates proactive maintenance and prevents potential failures.

Designing and implementing effective automated digital control systems for
complex objects involve several challenges: [11]

1. Complex objects often have intricate structures and numerous interacting
components, making it challenging to model the system accurately and design appropriate
control strategies.

2. Integrating different control components, such as sensors, actuators, controllers, and
communication networks, into a cohesive system can be complex. Compatibility, data
exchange, and synchronization issues need to be addressed.

3. Determining optimal control parameters for complex objects is challenging due to
non-linearity, multi-variable interactions, and uncertainties. Controller tuning methods and
optimization algorithms need to be developed and applied effectively.

4. Complex objects generate vast amounts of data, requiring efficient data acquisition,
processing, and decision-making algorithms for real-time control. Ensuring timely and
accurate data acquisition and processing is crucial.

5. Control systems need to be robust against uncertainties, variations, and faults.
Designing fault detection, isolation, and recovery mechanisms, as well as implementing
redundancy strategies, are essential for reliable operation.

6. With increased connectivity, complex objects are susceptible to cyber threats.
Designing secure control systems with authentication, encryption, intrusion detection, and
prevention mechanisms is critical for protecting against cyber attacks.

Conflict Setting

In the dynamic landscape of automated control systems (ACS), the path to achieving
optimal efficiency, reliability, and user interaction is fraught with challenges.

ACSs hold the promise of making operations more efficient and reliable. But, in the
real world, it’s not always going smoothly. We delve into a common struggle faced in various
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industries as ACS innovation meets the complexities of different sectors. This conflict lies at
the heart of our exploration.

Materials and methods

Automated Control Systems: ACS implements an automated process of collecting,
storing and processing information necessary to make comprehensive decisions about the
object. The operation of the ACS must be justified, that is, it must lead to useful techno-
economic, social or other results. In particular, the use of ACS makes it possible to increase
efficiency or reduce errors caused by the human factor, improve the quality of the control
object and control itself, etc. The most important task of the ACS is to increase the efficiency
of facility management based on the increase in labor productivity and the improvement of
management process planning methods. ACS consists of various elements and devices that
are interconnected to carry out a certain process.

Let's highlight a number of general requirements for ACS, according to which they should
have or provide:

= Means of ensuring compatibility with each other.

The components of the ACS must be compatible with each other, as this helps ensure
effective communication and coordination between the component parts. ACSs are often
designed to perform specific tasks within a larger system or process, such as those associated
with a residential home, such as water, gas, smoke venting, vehicle speed control, or traffic
flow control. In many cases, multiple control systems may be needed to work together to
achieve a desired result, such as controlling building deformation. Compatibility of control
systems can facilitate the integration of new systems or the upgrading of existing ones. For
example, if a company wants to add a new management system to its manufacturing process,
it will be much easier to do so if the new system can be easily integrated with existing
systems. In general, compatibility between ACSs is important to achieve the efficient
operation of complex systems, as well as to facilitate the integration and modernization of
these systems.

= A sufficient degree of reliability to achieve the stated objectives.

ACSs must have a sufficient degree of reliability to achieve their stated objectives. ACS
reliability refers to its ability to perform its intended functions consistently and accurately
over time. If the ACS is not reliable, it can lead to real-time system failures and other negative
outcomes.

Achieving a satisfactory degree of reliability for an ACS requires careful design,
testing and maintenance. Some of the main factors that can affect the reliability of the ACS
include:

1. Selection of components: choosing high-quality, reliable components is essential to ensure
the reliability of the ACS. Components that are prone to failure or have short lifetimes can
significantly reduce overall system reliability.
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2. Additional components include: Incorporating additional components or subsystems into
the design of the ACS can ensure that the system continues to function even in the event
of a failure or malfunction.

3. Testing: the ACS testing according to the test methodology is necessary to ensure that it
functions properly under different conditions.

4. Service: regular maintenance and inspection of the ACS can help identify potential

problems and prevent breakdowns before they happen.
Generally, achieving a sufficient degree of reliability for an ACS is important to ensure
that it can achieve its stated objectives and perform intended functions consistently and
accurately over time. This requires great attention to design, testing and maintenance, as
well as the use of high-quality, reliable and, where necessary, additional components.

= Sufficient adaptability to changes in the conditions of its use.

ACS must have sufficient adaptability to changes in the conditions of its use. The ability of an

ACS to adapt to changing conditions is known as its "flexibility" or "adaptability”. This is

important because the operating conditions of the system may change over time, and the

system must be able to adapt to each change in order to continue to function effectively.
There are several factors that can affect the adaptation of ACS, including:

1. Scalability: The ACS should be designed with scalability in mind, meaning that it can be
easily expanded or modified to meet changing conditions or requirements.

2. Integration of sensors. ACS must be able to integrate with a wide range of sensors and
other input devices to be able to collect and analyze data from various sources to adapt to
changing conditions.

3. Flexibility of the management algorithm. The control algorithms used by the ACS must be
flexible enough to adapt to changes in the controlled process or system. This may involve
adjusting set points, changing control strategies, or introducing new control algorithms
altogether.

4. User interface. The ACS should have a user-friendly interface that allows operators to

change settings easily, adjust parameters, and monitor system performance.
In general, the adaptability of the ACS is important to ensure that it can continue to
function effectively and achieve its objectives under changing conditions. By embracing
scalability, sensor integration, flexible control algorithms, and a user-friendly interface,
engineers can help ensure that ACS remains adaptable and efficient over time.

= Monitoring and diagnosis of the correct execution of automated functions, indicating
the location, type and cause of violations of the system’s correct operation.
The ACS must have monitoring and diagnostic capabilities to ensure the correct performance
of automated functions. This is necessary to detect any deviations or malfunctions in the
system’s operation, that may have significant consequences on the operation, security and
efficiency of the system. Monitoring and diagnostic capabilities should provide information
about the location, type, and cause of any system malfunction. This information can help to
the system operators quickly identify and correct any problems that may occur, thereby
minimizing any negative impact on system performance and ensuring that it operates safely
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and reliably. Furthermore, the ability to monitor and diagnose system performance can help
identify any patterns or trends that may indicate underlying problems or areas for
improvement in system design or performance. This can help optimize system performance
and prevent future occurring problems. In summary, monitoring and diagnosing automated
control system performance is essential to ensure safe, reliable, and efficient operation.

= Measures to protect personnel from wrong actions that lead to an emergency state of
the facility or control system, as well as from unauthorized interference and leakage of
information.

The ACS should provide means to protect personnel from wrong actions that could lead to

emergency situations in the control system, as well as from unauthorized interference and

leakage of information. These measures are essential to ensure the safety of personnel.
Some of the activities that ACS can provide include:

1. User access control. A system can implement a strict user access control policy, where
users are granted only the privileges necessary to perform their job functions. This can
prevent unauthorized access to the system and help protect against accidental or
intentional actions that could lead to an emergency.

2. Authentication and authorization. The system may require strong authentication and
authorization procedures for users to access the system. This can prevent unauthorized
access to the system and ensure that only authorized personnel can make changes to
system configuration and operation.

3. Additional safe mechanisms. The system can be designed with additional components to
prevent emergencies in case of component failure or malfunction.

4. Training and knowledges. Personnel can be trained and informed of the potential risks and
consequences of wrongdoing or unauthorized intervention. This can help prevent
accidental or intentional actions that could lead to an emergency.

In summary, the ACS must provide means to protect personnel from wrongdoing and
unauthorized interference to ensure the security of the system and its personnel.

Components of automated control systems

Automated control systems usually consist of several components that work together to
achieve their goals. Here are some of the key ingredients.

= Sensors
Devices that measure physical variables such as temperature, pressure or flow rate. They
provide input to the control system.

= Actuators
Devices that can be controlled by the system to control physical processes or devices.
Examples are motors, valves and relays.

= Management algorithms
Sets of instructions that control system behavior based on inputs from sensors. They define
how the system should respond to changes in measured physical variables.

= Programmable logic controllers (PLC)
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Specialized computers that control actuators based on inputs from sensors and control
algorithms.

= Human Machine Interface (HMI)
It is an interface through which a operator can interact with the system. It usually includes a
display screen, buttons, and other controls.

= Communication networks
Communication networks play a pivotal role in the functioning of automated control systems.
They are the arteries through which data flows, connecting different components and enabling
real-time control and monitoring. These networks can be broadly categorized into two main
types: wired and wireless. In the system we designed (In our developed system), data is sent
over a wired network.Wired networks are characterized by the use of physical cables to
transmit data. They are known for their reliability and stability, making them well-suited for
applications where data integrity is primary important. In industrial settings, Ethernet-based
wired networks are often the backbone of ACS infrastructure, ensuring that critical data
reaches its destination without interference.

= Power sources
They provide the power needed to operate various system components such as sensors,
motors and PLCs.
System health check

= Checking sensor parameters and making a decision.
The information received from the sensors is processed according to table 1, where the limit
values of the sensors are included:

Table 1

Table of limit values of sensors available in automated control system

Sensor name Minimum value Maximum value
Temperature sensor 1 -50 500
Humidity sensor 1 0 95
Pressure sensor 1 0 160

Based on table 1, the system makes decisions, and the graphic interface displays
information about the given device, whether the device is in a state or not, errors and
warnings about the given device are also displayed.

= Sequential execution of actions. The various activities of the ACS process occur in a
specific order. A management system involves the sequential execution of clearly
defined actions.

= Displaying the states of devices in the system and preparing for actions.

Data rendering is carried out through a computer with a graphical interface, which

represents the current data of the ACS. Based on the data of the devices represented by

the graphical interface, certain actions are performed. In other words, the purpose of

WHO is not only to collect data, but also to perform actions based on the collected

data.
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Based on the above, a program has been developed and offered for the ACS, which allows not
only to collect and display the data of all the devices in the system in a graphical interface, but
also to manage the system. As a result, two programs were developed, one for the server and
the other for the client. The server receives the data from the system’s devices through the
CAN highway, analyzes them and sends to the user (client) using the UDP protocol. And for
the user, in the graphical interface, the data is displayed.

Considering the complexity of such systems, we have presented in our article a
method of data collection and monitoring software, the description of the server part that is
given below.

Server side

The server program is a console application (Console Application) designed to collect
data from the devices of the automatic control system using the Canopen protocol and the Can
bus. It then sends this data to the user via the UDP protocol and displays it in the program
interface.

The program is developed in the Qt environment, which provides a number of
advantages for developers. For example, Qt offers a wide variety of prebuilt widgets and tools
that can be used to build cross-platform applications. Qt also provides an integrated
development environment (IDE) that simplifies the development process and makes it easy to
write, debug, and test code.

The software uses the Canopen protocol, that is a communication protocol used in
industrial automation systems to exchange data between devices. CanOpen supports a variety
of data types and allows for real-time data exchange, making it ideal for use in ACSs.
Additionally, the program uses the UDP protocol to send data to the user. UDP is a
lightweight protocol suitable for applications requiring fast and efficient data transfer. It is
often used in applications that require real-time communication. Overall, the combination of
Qt, Canopen, and UDP provides a powerful set of tools for building applications that require
real-time data exchange and efficient communication. Using these technologies, the server
software is able to collect data from the devices and send it to the user in a fast, efficient and
reliable way.

Note: UDP (User Datagram Protocol) and TCP (Transmission Control Protocol) are
two of the most common transport layer protocols in computer networks. TCP is a
connection-based protocol, which means that it establishes a connection between two devices
before transferring data. This connection is maintained throughout the data transfer, and the
two devices exchange data in a sequential and reliable manner. In contrast, UDP is a
connectionless protocol, meaning that data is sent without first establishing a connection. This
makes UDP faster and simpler than TCP, but also less reliable because packets can be lost or
dropped. The main difference between TCP and UDP is speed, as TCP is comparatively
slower than UDP. In general, UDP is a much faster, simpler and more efficient protocol,
however, retransmission of lost data packets is possible using TCP. It should be taken into
account that if data reliability is important in any case, then you should not use the UDP
protocol, it is unreliable, but provides a fast connection between the server and the user.
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The CAN (Controller Area Network) bus is a popular industrial network standard that
focuses on connecting different devices and sensors in the same network[6]. The CAN
interface is actively used in industrial automation, where the CAN standard CiA (CAN in
Automation) is used very often [7].

The main features of the CAN protocol are:
= Very high reliability and security,
= Each message has its own priority,
= There is an error detection mechanism,
= Re-sending messages sent in error,
= Data transmission is broadcast,
= There can be several master devices in the same network,
= Wide range of data rates [7].
CANopen is designed as a high-level network protocol that runs on top of the physical
CAN protocol. The CANopen protocol contains 8 protocols, but as a rule, different
applications use some of them. In particular, only two of them were used in the AKS
software: SDO (Service Data Object) and PDO (Process Data Object). SDO and PDO are the
2 main ways of transferring data using the CANopen protocol, which are different from each
other. SDO is a slow data transfer method compared to the second major data exchange
method PDO.
Qt is a cross-platform environment, where the system was programmed in C++ language [1].
Qt CAN Bus is a simple API for connecting to the CAN bus, sending and receiving CAN
frames|[8].
In order to receive and send CAN frames, several actions are first performed in the program:
1. A CAN highway device has been created.
2. Checked whether our desired software module is provided by QCanBus or not.
QCanBus is one of the Qt classes that provides registration and creation of software modules.
3. It was checked which interface of the selected software module is free.
4. A connection has been established with that interface.
5. After these steps, the device is opened to write and read CAN frames.
We receive the data on the server in the form of SDO or PDO. PDO consists of COB-
ID and data. Using COB-ID, we determine from which device the data came and with what
protocol. The length of the PDO data packet is limited to 8 bytes.
Data is transferred from the server to the user using the UDP protocol[2]. The data is stored in
the server in structures, and depending on the change of one of them, the data is sent to the
user (client). The minimum size of the transferred data is 16 bytes, and the maximum size
cannot exceed 2400 bytes.
In order to send the data using the UDP protocol, several operations were performed in
the program.
1. We need to know the IP address to which we need to send the data, in this case it is
the IP address of the user's (client) computer.
2. We need to know the address with which we should send
3. We have integrated the IP address and the protocol in the program for sending data[9]
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Fig 1. Display of some data received by UDP in the client program

This program is a graphical interface that displays the data of all the devices in the

ACS. The program's function is to receive data and display it.
In order to receive the data using the UDP protocol, several operations were performed in the
program:

1. Determining which server the server sends the data to.

2. Establishing a connection with the server
After that, the user program displays the data of all the devices in the system.
The graphical user interface is written in QML, a programming language for developing
graphical interfaces[3][10]. In figure 1 shows the display of device data in the user program in
the ACS.

Research results

In the field of automated control systems (ACS), where data collection and display are
instrumental for optimizing efficiency and system performance, research results offer valuable
insights into how these systems can be enhanced.

1. Research results indicate that the integration of the CANopen protocol and the UDP
protocol within ACSs leads to significant improvements in data collection and transfer,
ultimately enhancing the overall system efficiency. Researches have shown that this
combination ensures the seamless flow of data from server to user, resulting in a more
responsive and streamlined ACS.

2. Research has provided insights into the reliability and precision of data collected using the
CANopen protocol in ACSs. It has been demonstrated that the CANopen protocol offers a
high degree of accuracy and dependability, outperforming alternative data collection
methods and contributing to the overall reliability of the system.

3. Results indicate that advanced graphical interfaces developed in the Qt environment play
a pivotal role in user interaction and experience within ACSs. Researches show that such
interfaces significantly improve user engagement and make data collection and system
operation more intuitive and user-friendly.
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4. Research in the realm of complex object control systems highlights the specific challenges
faced in implementing digital control systems. These results underscore the significance
of addressing system complexity, non-linear dynamics, uncertainties, and other factors
unique to complex objects to ensure optimal system performance.

5. Research underscores the critical importance of interdisciplinary collaboration in the
development and improvement of digital control systems, particularly when managing
complex objects. Studies indicate that interdisciplinary teams can effectively address the
multifaceted challenges of these systems.

6. Recent investigations have explored the cybersecurity measures necessary to safeguard
data collection and transfer processes within ACSs, especially when advanced protocols
like CANopen and UDP are utilized. These researches emphasize the need for robust
cybersecurity solutions.

7. Research highlights the significance of designing digital control systems that comply with
industry-specific regulations and standards. These results provide insights into how
compliance can be achieved without compromising system performance or operation.

8. Research results point to the critical role of real-time data collection and analysis in
complex objects. Recent researches have delved into the technologies and strategies
required to achieve effective real-time data processing within ACSs.

Conclusion

In the ever-evolving landscape of automated control systems (ACS), our
exploration of the integration of advanced protocols, versatile programming
environments, and interdisciplinary collaboration has revealed a promising path towards
ACS optimization. Through research results, it becomes evident that the integration of
the CANopen and UDP protocols can significantly enhance data collection, while the use
of user-friendly interfaces in the Qt environment fosters improved user interaction. These
advancements are important in ACS efficiency and reliability. Additionally, our
investigation into complex object control systems emphasizes the importance of tackling
unique challenges within such environments, thus making ACSs more adaptable and
capable.

Furthermore, exploration has highlighted the critical relevance of interdisciplinary
collaboration in navigating the intricacies of ACSs. Effective cybersecurity measures
have proven to be indispensable, as they safeguard data integrity and system stability.
Simultaneously, achieving regulatory compliance, ensuring real-time data processing,
and promoting energy efficiency all contribute to the holistic improvement of ACSs.

The case studies further affirmed their impact in real-world scenarios.
Collectively, these research results underscore the potential for ACSs to not only meet
but also exceed expectations in terms of efficiency, reliability, and user experience.
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METO/l CBOPA JAHHBIX U3 Y3JIOB ABTOMATHYECKOI'O
YIPABJIEHUSA CJIOXKHBIX OBPBEKTOB 1 UX OTOBPAKEHUA B
T'PA®UYECKOM UHTEP®ENCE

Ilaxsepasin A.AY2 CméaTsn A.JL!?

! Epesancxuii Hayuno-Hccneoosamenvckuii Uncmumym Cpedcms ceasu
2 Hayuonanbnwlil yHueepcumen apxumexmypul u cmpoumenscmea Apmenuu

Crnoxnble OOBEKTHI, XapaKTePU3YFOIIUECS CJIO’KHBIMHA OTepanusIMH,
B3aMMOCBSI3aHHBIMH KOMITOHEHTAMH ¥ JUHAMHYECKHM ITOBEACHUEM, CO3AI0T YHUKAIbHBIC
poOIeMbl U IIUPPOBBIX CHCTEM YIpaBiIeHUs. B 3Toi cTaTbe MOAYEpKUBAETCS BAXKHOCTH
ABTOMATH3UPOBAHHBIX ITU(PPOBBIX CHCTEM YIPABICHHUS B YIPABICHUH dTHMH CIOKHOCTSIMH,
MOTYEPKUBAsl WX pEMAIoIyl0 pojb B oOecredyeHHH O€30MacHOCTH, HAJISKHOCTH U
3¢ HEeKTUBHOCTH.

Pemenne »Tux mpoGieM BKIOYAET B ceOsl perieHre MmpodieM CIOKHOCTH CHCTEMBI,
HEJIMHEMHON NMHAMUKH, HEOIpPENeNIeHHOCTeH, TpeOOBaHMI pealbHOr0 BpEMEHH, KayecTBa
JaHHBIX W HEoOXomWMOCTH ontumm3anuu. Kpome Toro, oOecredeHne COOTBETCTBHUS
HOPMAaTUBHBIM TpeOOBaHUSIM, 0€30IaCHOCTH, MacIITaOUpPyeMOCTH, SHEProdhHEKTUBHOCTH U
KrOepOe30MaCHOCTH YCIOXKHSIET CUTYAIIHIO.

B o10li cTatbe uccnenyroTcs MpoOsieMbl, ¢ KOTOPBIMU CTaJKUBAIOTCS LU(POBBIE
CUCTEMBI YIIpaBJIEHUS MPU paboTe CO CIOXKHBIMU OOBEKTaMU — CHCTEMaMH CO CIIOXHBIMU
omepanusMud ¥ B3aUMOCBSI3aHHBIMU KOMIIOHEHTaMH. B HeM mnoauyepkuBaeTcs >KU3HEHHO
Ba)XKHAsI POJIb aBTOMATU3UPOBAHHOTO ITU(POBOTO yIIpaBIeHUsI B 0OecriedeHH 0€30MMacHOCTH,
HaJIS)KHOCTH ¥ Y(PPEKTUBHOCTH B TAKUX CIICHAPHSIX.

Knrwouesvie cnosa. cnoxHeie O6’beKTBI, HH(prBOG YIIPpaBJICHUEC, aBTOMATHU3alUA,
HaJACKXHOCTD, Sq)(beKTI/IBHOCTB, CJIOKHOCTb CHUCTCMBI, MaCH_ITa6I/IpyeMOCTI),
IIPOU3BOJACTBCHHBIC ITPOLICCCHI.
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